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Networking and wireless

Analysis: Intrusion detection and prevention systems

As schools increasingly rely on effective and robust ICT for delivery of key services,
the security and stability of systems is crucial. This article focuses on one aspect of
network security — how intrusion detection and prevention systems fit into network
design.

Securing an individual computer system or network of any scale relies on a whole
set of different tools. The most common types are access control, anti-virus
protection, firewalls and intrusion detection and prevention. Access control is about
having robust systems for authentication and authorisation of access to resources;
for example, a password or smartcard system. Anti-virus software prevents malicious
software from being run on a computer. Firewalls allow or deny the transit of data
based on rules related to a network port or application. These are all effective
measures, but are commonly based on crude binary rules (allow all/deny all) applied
to settings (such as permitted ports) or libraries of information that can go out of date
quickly (anti-virus). Additionally, some personal access control information can be
compromised through social engineering.

Intrusion detection and prevention systems add an extra layer of security. By
analysing in more detail the nature of traffic passing across the network they can
prevent unwanted applications or network traffic. Intrusion detection systems (IDS)
are the basic implementation and intrusion prevention systems (IPS) build on this
(thus an IPS includes an IDS). For example, where a firewall would either allow or
deny traffic based on the destination network port; an intrusion detection and
prevention system might look at whether data being sent through an allowed port

© Becta 2007 http://lwww.becta.org.uk/technews page 2 of 33
June 2007



o Becta TechNews

was suitably structured. This might prevent legitimate ports, such as those used by
web servers, being used for other purposes. Controlling traffic to only legitimate uses
can minimise the impact of some self-propagating viruses and control often costly
bandwidth use. Updates for IPS/IDS are usually published more quickly than
operating system updates, so can offer protection in the time between new threats
appearing and patches being issued and installed.

As the name suggests, intrusion detection systems are concerned with identifying
where unwelcome behaviour has occurred in the network. This could be
accomplished either through an in-line monitoring system that examined traffic in
real-time, or by analysing log files that have been collected. Intrusion detection and
prevention systems will work in one of four ways. These are network-based,
protocol-based, application-based and host-based.

Examining data flowing across the network rather than collecting it from a destination
computer is known as network-based intrusion detection. Protocol-based detection
examines in detail particular traffic. For example, for a web server this might be
examining HTTP and HTTPS traffic in detail to ensure requests are well-formed and
not attempting to execute malicious instructions. Application-based systems take this
a stage further and look in detail at how applications format requests using protocols.
For example, a particular database application might format SQL server calls in a
particular style. An application-based system could recognise this format and block
any requests not of this style. Collecting and analysing data using log and system
files of a particular server is known as host-based intrusion detection.

Typically an intrusion detection system will warn an administrator in real time that an
attack is suspected, but it will not attempt to prevent the attack taking place. Intrusion
prevention systems take the information from detection systems and apply it in order
to actively counter the threat. For example, a detected threat originating from a
particular IP address could cause an intrusion prevention system to instruct a
compatible firewall to block all traffic from that address.

Intrusion detection is particularly relevant to wireless systems. Older systems, such
as Wired Equivalent Privacy (WEP) are recognised as being weak, and whilst
stronger alternatives are available, the work of hackers to find and exploit other flaws
is unlikely to stop. Intrusion prevention systems have a place in this environment in
monitoring networks and alerting administrators when unauthorised access to the
network takes place. The main role of IDS/IPS in a wireless environment is to detect
and prevent connection from rogue devices and to check for denial of service attacks
where wireless networks are flooded with data. Some of these functions can be
replicated by manual inspection.

Implementation of these systems can either be in hardware or software. Hardware
might be dedicated appliance units or modules for routers. Hardware systems do
offer higher performance than software, but this is reflected in cost. Wireless
systems always require additional hardware. Many firewall developers are looking at
implementing Deep Packet Inspection (DPI) into their firewall systems. DPI analyses
each packet that passes across a firewall and can determine the type of traffic. In
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addition to allowing system administrators to block all data of a particular type, it can
also take on the IDS/IPS role and block unwelcome traffic. Convergence between
these applications will be attractive to administrators seeking to simplify their
networks.

The increasing sophistication of manual or machine-based automated attacks means
that system administrators could consider the role of intrusion detection and
prevention systems. However the implementation of any system, whether hardware,
or software based, is unlikely to be cheap. Therefore, it is essential that while
managers take security seriously, any investment is proportional to the actual risk. It
may be that, for a school connected to a local authority network, a well-maintained
anti-virus and firewall system will reduce the risk to a sensible level without further
expense.

Intrusion detection and prevention is not an exact science. Systems that look for
patterns of activity run the risk of generating false positives when new users or
applications are introduced. Signature-based systems suffer a lag, similar to anti-
virus software, between a new threat being identified and updates being developed,
tested and installed. This may be partly mitigated by the use of algorithms that can
identify rogue traffic based on similarity to known threats or behaviour.

A network with security as a priority will have a number of different devices and
systems in place. In addition to protecting users these will likely impact on the
performance by introducing lag (delays) and jitter (variation in the delay). So, for
example, if performance is the primary consideration then security may need to be
traded off. IDS/IPS are part of the possible security picture, but should not be seen
as a replacement for more mature systems such as traditional firewalls, anti-virus,
anti-spyware, proxy servers, strong password policy, network address translation
and a solid backup regime. As with all network infrastructures, systems must be
sized appropriately for the characteristics of the network. For example a device that
is suitable for a small primary school network may lack the performance necessary
to cope with the network traffic of a secondary school.

The Becta technical specification: institutional infrastructure lays out some guidance
on these systems. It includes a section of guidance on the role of IDS with wireless
and states that ’'Institutions should employ regular intrusion detection checks’
(although this can be done manually and doesn’t imply dedicated systems are
needed.)

http://industry.becta.org.uk/content files/industry/resources/Specification _key docs/t
echspec _institutional _infrastructure_versionC_final.pdf

Finally, it is a sobering truth that the weakest element in an integrated security policy
is the human one. Social engineering can be used to get users to reveal their
passwords and virus infections are probably more commonly introduced through
portable USB memory sticks or unauthorised downloads than via managed and
protected e-mail services.
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Networking and wireless news

IP addresses running out

The American Registry for Internet Numbers (ARIN), the body who controls the
allocation of IP addresses in North America, has warned that only 19 per cent of the
total IPv4 address space is still available. This is unlikely to satisfy growing demands
and the pool is expected to run out by 2010, due to a combination of use and
fraudulent registrations eating up large blocks. They call for networks to be upgraded
to IPv6. Despite such gloomy predictions, few ISPs and organisations have rolled out
this new standard due to the cost and the fact that work-arounds, such as network
address translation (NAT), have proved adequate until now. IPv6 offers a massive
capacity increase — giving the equivalent of 5x10? addresses per head of population
as compared to the 4x10° of IPv4 (79 228 162 514 264 337 593 543 950 336
compared to 4 294 967 296)

Internet Protocol (IP) is the fundamental communication protocol used in data
transfer across the internet and local area networks. IP works at Layer 3 of the OSI
Model for networks
[http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci523729,00.html]. The
role of IP is to dictate the format and structure of the data packets that travel across
the network.The current most widely used variation of IP is IPv4. This is based on a
standard first published in 1981, but has a number of limitations which are becoming
more and more obvious to network engineers and in some cases users. The internet
is based on a backbone of IP routers and ISPs that maintain addressing and routing
links between each other to deliver data traffic.

The US federal government has mandated a move to IPv6 by 2008 for its systems,
which should drive adoption. It has estimated the cost of this change at between $25
and $75 billion, which gives an idea of the scale of cost in upgrading virtually every
piece of network equipment on the LAN and the WAN.
http://arstechnica.com/news.ars/post/20070521 -arin-its-time-to-migrate-to-ipv6.html
http://www.arin.net/v6/v6-resolution.html

For more information on IPv6 see TechNews Analysis March 2006.
http://partners.becta.org.uk/page documents/research/technews/mar06.pdf

MIT demonstrate wireless power

MIT researchers have demonstrated wireless power, by powering a light bulb from a
remote energy source. The technology, known as ‘WiTricity’ could be used to
provide power wirelessly to a variety of electronic devices up to 5 metres away. The
technology uses the concept of resonance by using vibrations caused by certain
frequencies of electromagnetic radiation. By using two magnetically coupled coils of
the same resonant frequency power can be transferred.
http://web.mit.edu/newsoffice/2007/wireless-0607.html

Wi-Fi certification update

The Wi-Fi community is gearing up for the release later this summer of the latest
802.11 equipment certified by the Wi-Fi Alliance. Pre 802.11n hardware is being
tested based on draft 2.0 of the standard. Final ratification of 802.11n isn’t expected
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until late 2008 at the earliest, but equipment based on early drafts is already being
sold by many manufacturers. This certification programme is intended to ensure
these products are interoperable. Interoperability, even at this draft stage, is intended
to give consumers the confidence to purchase now. Manufacturers are hoping that
any updates required to meet the final standard can be delivered through firmware
upgrades, although there is no guarantee of this.

In addition to compatibility testing, the Wi-Fi Alliance (WFA) industry group has
launched a logo scheme to clearly communicate compatibility between different
versions of 802.11 hardware.
http://www.wi-fi.org/pressroom_overview.php?newsid=545

802.11n is the latest iteration for wireless LANs and intends to deliver up to 540Mbps
(200Mbps in practice) over a longer range than current 802.11b and g systems. It
works in both the 2.4GHz and 5GHz spectrum but better performance will be
achieved in the 5GHz spectrum through the use of channel bonding. Institutions are
advised to wait for the fully ratified 802.11n standard before implementing it. See
Becta’'s Technical Specification Institutional Infrastructure for more advice on
implementing Wi-Fi.

In other wireless news, Nokia has passed on responsibility for Wibree technology to
the Bluetooth Special Interest Group. Wibree is an ultra-low power short range
technology, similar to Bluetooth, but with even lower power consumption. By sharing
the development with a wider group the company hopes progress and adoption will
be speeded up.
http://www.cbronline.com/article_news.asp?quid=7B35F15F-BCA1-41C0-8466-
C67BDD918E23

Developments in WLAN architectures

Despite the focus of the majority of wireless vendors on pushing boundaries of
performance and speed there are still underlying architectural issues that affect all
WLANS. The earliest Wi-Fi networks used so-called ‘fat” access points that were self-
contained units, handling all activities including access control and any traffic
management. Over time, as enterprise interest rose and security issues became
better understood, this model changed. A modern wireless network often uses quite
‘dumb’ access points and then backhauls data to a dedicated unit which links to
authentication and management information. This model, combined with high speed
wired backhaul, is effective in most circumstances, though has not yet been proven
to be optimal for upcoming high bandwidth solutions (802.11n). In fact, some
analysts suggest that 802.11n may cause a move back towards ‘fatter’ access
points.

There are now several new approaches to WLAN architecture, including suppliers
who use a single channel for adjacent access points (Meru, Extricom), and Xirrus
who offer centralised access points that beam their signals to where coverage is
needed. Recent announcements include:

An upgrade for Aruba access points removes the need for a wired backhaul by
converting units into wireless bridges. This effectively creates a short range mesh
network. Such networks can be flexibly deployed and removed to serve temporary
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classrooms and offices that would otherwise be expensive to cable. This might also
be effective in older buildings where installation works are difficult and typical
equipment range is short due to solid walls.
http://www.techworld.com/networking/news/index.cfm?NewsID=8774&emalil

Aerohive is promoting new ‘fat’ access points that meet modern application
requirements. They claim to offer the same security and central management
provision, but with enhanced networking features to improve data transfer
performance. These access points are able to calculate the optimum route for
network data to avoid latency. This is important for time-critical applications such as
Voice-over-IP and should offer better performance than the current common
configurations, especially on busy networks.

http://www.cbronline.com/article _news.asp?quid=31CE9CCF-EFA4-4E21-A15F-
833B7C5C112D

WiMAX update

WIMAX, an emerging wireless broadband technology, comes in two varieties: fixed
and mobile. Fixed WIMAX was agreed as IEEE 802.16-2004 and Mobile WIMAX as
IEEE 802.16e-2005. It is expected that initially the real-world speeds of WiMAX will
be around 10Mbps at a range of 10km. A faster version of WiMAX, 802.16m, is
expected in 2009.

US telecommunications regulators have formally approved the first WIMAX card,
produced by the wireless broadband ISP Clearwire. This shows how close all
manufacturers are to delivering standards based services after a period of pre-
certification equipment being used. Mass market adoption is expected to be
significantly supported by Intel's plans to include Mobile WiMAX on its Montevina
platform, due out some time in the first half of 2008.
http://www.techworld.com/mobility/news/index.cfm?newsID=8729&pagtype=samech
an

Interoperability is traditionally achieved through a formal certification process, but
recently vendors met in France for a more informal compatibility testing session or
‘plugfest’. This included testing of handover between basestations and experiments
with new antenna configurations designed to increase performance. Many vendors
are waiting for the next stage in the certification programme, referred to as Wave 2,
which adds more sophisticated features. An additional delay has been introduced by
Ofcom, who has postponed its auction for 2.5 GHz spectrum, suitable for WiMAX,
until next year.
http://arstechnica.com/news.ars/post/20070518-plugfest-in-france-nudges-mobile-
wimax-spec-forward.html

European 4G tests

European mobile operators have announced they are to collaborate to test a
possible technology for next-generation (4G) mobile data. It is likely that Mobile
WIMAX (see above for more information) and/or Cellular LTE (Long-Term Evolution)
will be the major technology standards used in 4G. In Japan NTT DoCoMo has
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demonstrated ‘4G’ technology delivering 1Gbps download speeds to a device
moving at 20kph.

http://www.nttdocomo.com/pr/2005/000672.html

The European collaboration will use new antenna technology and very spectrum-
efficient systems to deliver peak rates of 100Mbps. T-Mobile International, Orange
and Vodafone have joined forces with vendors Alcatel-Lucent, Nokia Siemens
Networks, Nortel Networks and Ericsson to test the technology.
http://www.techworld.com/mobility/news/index.cfm?newsID=8754&pagtype=samech
an

It is still unclear which of proposed ‘4G’ standards will dominate, but the first
production devices are not expected before 2009 at the earliest. Mobile WiMAX is a
new technology while Cellular LTE, also called 3GPP Long Term Evolution, is an
enhanced version of the popular Universal Mobile Telecommunications System
(UMTS) 3G standard.

It is possible that both these technologies will have a place in the next generation
solutions. The International Telecommunications Union (ITU) is referring to these
services as ‘IMT-Advanced' and expects to see them coming to market from 2011.
The WIMAX Forum and the IEEE have submitted proposals for WiMAX to become
part of ITU standards, which would strengthen its position for 4G and allow WiMAX
to make use of frequencies reserved for 3G expansion.

Community wireless in St Helens

The challenge of delivering ICT services in a controlled fashion to disadvantaged
homes has led to an innovative project in St Helens. The project is a collaboration
between partners such as the University of Liverpool and St Cuthbert’'s Catholic
Community College of Business and Enterprise. It uses wireless links from the
school to connect to thin client systems in homes. The system hopes to provide
parents and other users with school and community information online.

Although Thin Clients won’t work should the network fail and suffer when the quality
of connection drops, the units themselves are reliable, relatively cheap, easy to
manage and unattractive to thieves.
http://www.computing.co.uk/computing/news/2190068/wireless-connect-st-helens

Ofcom news

Ofcom has announced that it is investigating the allocation of further licence-exempt
spectrum. This is the type of spectrum that does not require a licence to operate
equipment, such as the 2.4GHz spectrum used by Bluetooth and 802.11b/g Wireless
LAN. The use of the 2.4GHz spectrum has revolutionised wireless communications
and this would not have happened so effectively, if at all, if all use required a licence.
The consultation looks at how spectrum use might be regulated, even if not licensed,
in order to give controlled flexibility to wireless vendors and users. It also sets out
further possible licence exempt sections of spectrum that might be used in the future,
such as over 105 GHz. Spectrum use is commonly harmonised internationally (within
the EU and wider), but Ofcom highlights how this may be a barrier to innovative
applications.

http://www.ofcom.org.uk/consult/condocs/lefr/
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Additionally Ofcom has further strengthened its role in monitoring the growing Local
loop unbundling (LLU) market. LLU, where providers other than BT operate
broadband services to consumers, has led to a range of new entrants to the
broadband market and driven market growth. Ofcom has announced that consumer
protection previously introduced to regulate the mis-selling of voice lines will be
extended to broadband services. Both LLU and fixed-line voice sellers are required
to establish and comply with a code of practice for sales and marketing.
http://www.ofcom.org.uk/media/news/2007/05/nr_20070521a

EU satellite positioning system issues

Begun in 2003, Galileo is a European initiative that will use modern technology to
deliver a highly accurate satellite global positioning system. The full system was
expected to cost £2.3bn and be operational in 2010. The service was designed to
provide a more accurate, civilian controlled alternative to the US government GPS
system. It should provide accuracy up to a metre even in urban areas. However, the
project has recently stalled. The EU is expected to inject more public money to keep
the project alive after problems within the private sector consortium that had been
expected to fund and operate the project. So far only one of the 30 planned satellites
has been successfully launched. The proposal presented to the EU, expected to the
ratified by Ministers, includes full deployment five years later than planned — by the
end of 2012 and an additional €1bn (to a total of €3.4bn) from public funds. The
private sector is still expected to control operation of the system once it has been
deployed.

http://www.economist.com/agenda/displaystory.cfim?story id=9214968

GPS on a SIM

Ubiquitous, low cost, location based computing (see Mobile location-based
technologies — TechNews March 2007) has moved a step closer with the
announcement that a French company has developed a GPS unit that fits in the SIM
slot on a mobile phone. A growing number of smartphones and PDAs offer GPS
services, but these are often premium items. A mass produced, low cost technology
like this could turn relatively simple devices into full positioning systems.The
company, BlueSky Positioning, hopes to have production samples by summer 2007,
though wide adoption is likely to take time. This solution uses Assisted (A-GPS) to
improve battery life. A-GPS uses both the device and an external server to
determine location and provide information rather than be totally self-contained.
http://www.blueskypositioning.com/

Multimedia

Analysis: recording lessons

Audio and video equipment can now deliver high quality recordings simply and
inexpensively. Schools and colleges are developing a range of services around this
technology in support of teaching and learning for students and staff. This article
looks at some of the issues, applications and technologies around the collection, use
and distribution of recordings of lessons
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There are a number of different possible types of recording. The most basic is to
simply record sound via one or more microphones. These might be fixed in place in
a room or mobile with a teacher, depending on the reason for the observation.
Capturing audio can be done directly to a computer or to an intermediate device
such as a digital voice recorder for later upload. The next stage is to include some
kind of camera to capture both audio and video. Finally, for more formal lectures, or
when specifically creating material for distribution, it is possible to create a package
complementing audio and video with a synchronised presentation or computer
screen recording.

Recorded lessons can be used to support inclusion for children who have missed
lessons through illness or other absence. A library of lessons, correctly organised,
might also help learners review and reflect on lessons in more depth. Some content
is naturally suited for this format, such as science experiments that are difficult to
replicate by a student at home.

Where large numbers of lessons are recorded there is a significant task in organising
and cataloguing material. The National Curriculum does help this by breaking down
subjects into components, but lessons that are kept, still need to be manually edited
and tagged with metadata. Systems such as Apreso (http://www.apreso.com/) can
automate the capture and web publication of lesson recordings. Apreso can be used
by students to access the same material in different formats, for PCs and mobile
devices for example. Transcriptions generated using voice recognition technology is
another service that can be used with recorded lessons and lectures, perhaps to
support accessibility. Saint Mary’s University in Nova Scotia, Canada has been using
the IBM ViaScribe voice recognition product as part of inclusion projects.
http://www.liberatedlearning.com/technology/index.shtml

Transcriptions synchronised with the audio/video allow content to be easily
searched. There are commercial technologies that use automatic transcription and
allow video and audio searching. For example, Blinkx is a search engine that uses
speech recognition to transcribe online video and then allow text-based searching of
the audio.

http://www.blinkx.com/

Marvel is an IBM project that is also designed to machine read audio and video
content for later retrieval. The BBC has announced it is to work with IBM on
developing the technology to better allow its content to be navigated using free text
terms such as searching for all video showing 'two men, dog, hill, clouds’.
http://mp7.watson.ibm.com/marvel/
http://networks.silicon.com/webwatch/0,39024667,39166201,00.htm

A number of different applications are made possible by recording or otherwise
remotely viewing lessons. Lesson observation by senior teachers, researchers,
inspectors or trainees can be used for example, as an alternative to using one-way
mirrors installed in classrooms. This can be used to support teachers, to provide an
extra pair of eyes, to help with discipline or to help train new teachers. Schools have
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also experimented with using ICT to provide live feedback to a teacher during a
lesson using a Bluetooth headset.
http://www.tes.co.uk/2382994

Use of technology in these ways has not met with unconditional approval. In 2006
concerns were raised at the NASUWT conference that CCTV observation was being
used as ‘management bullying’ by some senior managers.
http://www.tes.co.uk/2216214

Teachers have also expressed unhappiness with mobile phone videos of their
teaching, as filmed by pupils, being distributed online.
http://news.bbc.co.uk/1/hi/education/6522501.stm

The TDA ran a series of projects to deliver Initial Teacher Training (ITT) using video
technologies. An exampl